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A single-stage fine-tuning (SFT) strategy Case: H = 8, H = 4, input (a;) and output (bj) channel packing
COnvertlng pre-’[ralned CNNs into FHE'fnendly forms using factor gi=0o = 2, Ciphertext Capacity N/2 — 16, convolution
low-degree polynomials. stride 1, kernel (f;) size 3, and padding 1.

Achieving competitive accuracy with minimal training over-
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Proposing homomorphic operators that preserve the GIP- (a) Stride-1 convolution on plaintext data (packing factor 2)
form encryption throughout FHE inference. Y O Y O
di1|d13|d15|d17 di12|d14|d16|A18 az1|@z3|d2s|@27 ay2|@24|826|a28 bi1|b13|b1s|b17
S o[ o | Bl o e O © | leeto S -
azi|ars|ars|ars ar2|a@74|@76|a78 981/ 983|d85{ 87 as2|asa|ase|ass b71|b73|b7s|b77
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Algorithm 2: PolyAct-RN . ) L o ) L
Require: Input X € REXCHXW range param y, degree-d TN ™ N
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If mode = training then

&

Compute maximum absolute value: M, = | X | — — = = =
1p 5 C - Ve = MaXphw 1 2behwl, (b) Stride-1 convolution on GIP-form encrypted data (packing factor 2)
c=1,4,..., U,
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Update unning statistic: MC - ’B MC + (1 'B) M, c =1, Figure 1. lllustration of the proposed homomorphic convolution. Each output
2, ..., C; sub-channel is computed by aggregating stride-1 convolutions between the

forc=1toCdo corresponding input sub-channels and their respective kernel coefficients.
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y" e if mode=inference
forb=1105,n=1 tOX/:fhW =1to Wdo Evaluation of baseline models (B) and their FHE-friendly
Normalize: Ypchw = ’;; = versions (F) obtained by our SFT strategy:
Evaluate polynomial: Ypchw = poly(Yechw);
Rescale: Ypchw = g - Vb,c, hw: Model Dataset Input Size Params B F
BxCxHxW
return Y € R°*&*7W, Classification (Accuracy)
In experiments, we fix y = 3 and the polynomial degree d = 4. ResNet18 ImageNet 2242 11.7 M 0.698 0.678

During inference, PolyAct-RN reduces to a fixed fourth-degree
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polynomial whose coefficients are independent of the input. MobileNetv2imageNet 224 3.5M 0.719 0.701

Object Detection (IMAP@0.5:0.95)

_ YOLOv5n MS COCO 64072 1.9 M 0.280 0.257

Channel packing factor g
Definition: g = H/H. YOLOvSm MS COCO 640° 21.2 M 0.454 0.433
Image resolution: H X H. YOLOV5x MS COCO 64072 86.7 M 0.507 0.477

Base packing resolution: H x H (H? is no greater than ci-
phertext capacity N/2).

Adaptive packing
g > 1: Each channel is interleaved into g% sub-channels of
H? pixels, each packed into a ciphertext (Figure 1(b)). Model Dataset Input Size  Params mAP Latency
g < 1: Pixels from 1/g? channels are interleaved into one
ciphertext (Lee et al., 2021).
g = 1: Both schemes coincide, enabling seamless transi- FHE-based inference performance of YOLOv5n using a single CPU thread.
tion between them.

GIP-form preservation at any layer /
Down-sampling (stride s): gi+1 = g;/s.
Up-sampling (stride 8): gj+1 = g; - S. Lee, Eunsang et al. (2021). Low-Complexity Deep Convolutional Neural Net-

Resolution-preserving: gi.1 = gi. works on Fully Homomorphic Encryption Using Multiplexed Parallel Con-
volutions. Cryptology ePrint Archive, Paper 2021/1688.

FHE inference satisfying a 128-bit security level with a
polynomial degree of N = 21°:

YOLOv5n MS COCO 5122 1.9 M 0.241 (F) 8889.9s




